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The remit for the safeguarding of the child lies with the local Safeguarding Children’s Board (LSCB), and
this includes e-safety. LSCB has produced an umbrella e-safety policy, the policy contained within this
document is drawn from LSCB and written with school staff and students in mind. This policy and guid-
ance has been produced by Lincolnshire County Council and CfBT School Improvement Service with input
from a number of other agencies acknowledged below.

It is produced specifically for Lincolnshire schools, however the content is transferable to any other estab-
lishment where there are children, and adults who work with those children.

This is an intermediate first edition which will go through a revision in October 2010 following feedback
from schools and other agencies.

Please send all comments, feedback and questions to Alan Mackenzie

(alan.mackenzie@lincolnshire.gov.uk)

Our thanks and gratitude go to the following authorities and agencies for their valuable input into the crea-
tion of this policy and guidance.

Rebecca Avery Kent County Council - Esafety Officer

Dan Hawbrook Lincolnshire County Council - LSCB

Leigh Middleton Lincolnshire County Council - Legal Team

Amy Hall Lincolnshire County Council - Legal Team

Dan Flear Lincolnshire County Council - Risk Team

Kath Allatt Lincolnshire County Council—National Union of Teachers
Darren Gelder CfBT School Improvement Service

John Jefferies CfBT School Improvement Service

Andrew Dickenson CfBT School Improvement Service

Rose Roberts CfBT School Improvement Service

Charlotte Smith CfBT School Improvement Service

Alan Mackenzie CfBT School Improvement Service

Di Hoyer NSPCC

Simon Pickett Welton William Farr C.E. Comprehensive School

Mark Millinson Boston St Thomas C.E. Primary School

Nicole Norton Lincolnshire Police - Multi Agency Public Protection

Caroline Broughton Lincolnshire Police - Youth Policy, Criminal Justice and Partnerships
Steve Corkin Lincolnshire Police - Community Beat Manager, North Hykeham

Lincolnshire County Council and its partners makes every effort to ensure that all the information within this
document is up to date an accurate. If you do find any errors, please let me know and | will correct them
as soon as possible. Lincolnshire County Council, its employees and partners cannot accept any responsi-
bility for any loss, damage or inconvenience caused as a result of reliance on any content in this publica-
tion.
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Many people still see the overall problem as an issue with technology, and will therefore devolve the
responsibility for e-safety to those with a technical background. However, the technical team will not
have the knowledge and experience to recognise or deal with issues related to child abuse, bullying

or any of the other pastoral issues that come under the e-safety banner.

As recognised by this Ofsted review, many schools operate locked down systems rather than man-
aged systems. An example of this is with the use of internet filtering technology. Again, the respon-
sibility is devolved to the technical team (either in house or by a managed service provider). Rarely
will there be consultation between the main stakeholders (i.e SMT, teaching staff, pupils) about what
should or should not be blocked and why, and therefore the technical teams have to make a best
guess. As the report states, whilst locking down a system may protect the child, it does not encour-
age the safe usage by learning. By locking down the systems for children in their 7 hours at school,
what about the other 17 hours when they potentially have free unrestricted access elsewhere? Addi-
tionally, locked down systems can cause immense frustration amongst teachers and pupils where the
delivery of the curriculum can be stifled due to over-zealous blocking. (Note: for those schools that
use the centrally provided core internet filtering service, Netsweeper, LCC operates a policy whereby
the minimum possible restrictions are put in place, allowing individual schools to strengthen the policy
by blocking more locally if they wish to do so. The only categories blocked by LCC which are re-
quired under a duty of care are those associated with: pornography; criminal skills; hate speech; ex-
tremism; weapons; proxy anonymizers; viruses; and web chat. Adults will have a slightly less restric-
tive internet filtering policy).

Training, or the lack of is an issue, but perhaps more importantly is training with a clear goal, a com-
mon message to all, and with measurable outcomes. This should be backed up with further regular
guidance for responding to evolving issues and new technology. This training should allow schools
to be empowered with the knowledge of e-safety issues, to recognise and be able to respond to inci-
dents, and to engage with all staff, governors, children and parents. (Note: In Lincolnshire CfBT has
the remit for delivery of training and guidance with regards to e-safety. Work is in progress to de-
velop formal accredited training which will set a benchmark within the school and allow for further
progression. This training will also guide schools through the Ofsted requirements and will be avail-
able from September 2010. To register an interest contact Alan Mackenzie
(alan.mackenzie@lincolnshire.gov.uk).

Engagement with all is vital. Children and young people already know how to use technology, but
may not be aware of some of the dangers. Adults may know how to be safe but may be wary of the
technology. Parents may not be aware of the dangers of unrestricted use at home, or may take the
presumption that the school is teaching safe usage.

A few schools have set up a small working group consisting of senior management, teachers, gover-
nors, parents, and very importantly students, where issues can be discussed.
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Information technologies are developing rapidly and can leave staff unsure of best practice or how to dis-
cuss e-Safety issues with pupils. Further advice can be sought from Lincolnshire Safeguarding, or from
CfBT ICT consultants. n

The trust between pupils and school staff is essential to education but very occasionally it can break
down. This is not new, but has been highlighted by better awareness of human failings and greater re-
spect for children. Nationally, CEOP was set up by the Home Office to “safeguard children’s online ex-
periences and relentlessly track down and prosecute offenders” and their work should be acknowledged
and built upon by schools.

Within Lincolnshire a member of staff who flouts security advice or uses ICT technology for inappropriate
reasons risks dismissal.

All staff should sign an Acceptable Use Policy on appointment. Staff thereby accept that the school can
monitor network and internet usage to help ensure staff and pupil safety.

Staff that manage filtering systems or monitor ICT use have great responsibility and must be appropri-

ately supervised. Procedures must define how inappropriate or illegal ICT use is reported to the Senior
Leadership Team. Staff must be aware of dangers to themselves in managing ICT use, for instance in

viewing inappropriate images to investigate their source.

Email, text messaging, Social Networking and Instant Messaging (IM) all provide additional channels of
communication between staff and pupils. Inappropriate behaviour can occur and communications can be
misinterpreted. Staff should be aware of the power of the Police to identify the sender of inappropriate
messages. Schools should provide establishment email accounts for all staff.

Staff should be aware that students may be subject to cyberbullying via electronic methods of communi-
cation both in and out of schools. Head teachers should be aware that they have the power “to such an
extent as is reasonable” to regulate the conduct of pupils off site (Education and Inspections Act 2006)
School staff are able to confiscate items such as mobile phones etc when they are being used to cause
a disturbance in class or otherwise contravene the school behaviour/anti-bullying policy (Education and
Inspections Act 2006).

Any allegation of inappropriate behaviour must be reported to the Senior Leadership Team and investi-
gated with care.
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- You must not access or attempt to access any sites that contain any of the following:
child abuse; pornography; promoting discrimination of any kind; promoting racial or religious hatred; pro-
moting illegal acts; any other information which may be illegal or offensive to colleagues.

It is recognised that under certain circumstances inadvertent access may happen. For example, a school
researching the holocaust may produce results with Nazi propaganda. Should you or a student access
any of these sites unintentionally you should report the matter to a member of the Senior Management
Team so that it can be logged.

Access to any of the following should be reported to Lincolnshire Police: images of child abuse
(sometimes incorrectly referred to as child pornography). These are images of children apparently under
16 years old involved in sexual activity or posed to be sexually provocative; adult material that potentially
breaches the Obscene Publications Act; criminally racist material in the UK.

- should be blocked in all schools until such a time where students and staff have re-
ceived sufficient education in the dangers and are able to safeguard themselves online.
It is advised that Social Networking is not allowed en masse, establishments should consider which sites
would be appropriate based on factors such as age range, educational value efc.

If social networking is allowed ensure that there is strict policy with regards to security of personal details,
rather than relying on the default settings. You should also ensure that any age restrictions are adhered
to (many social networking sites have a minimum age of 13 years). Staff should fully acquaint themselves
with the privacy settings that are available on any social networking profile in order that profiles are not
publicly available.

Members of staff should never knowingly become “friends” with students on any social networking site or
engage with pupils on internet chat.

/ - All members of staff should use their professional email address for conducting school
business. Use of school email for personal/social use is at the discretion of the Headteacher.

- Staff should keep passwords private. Passwords are confidential and individualised to each
person. On no account should a member of staff allow a student to use a staff login.

- Where a member of staff has to take home sensitive or confidential information suffi-
cient safeguards should be in place to prevent loss or misuse, i.e. is it really necessary to take it all home,
can it be encrypted, does it have to be on a USB memory stick which can be easily misplaced.

technology such as peer to peer (P2P) and bit torrents is not permitted on the Lincolnshire
School’s Network.

/ - Staff are not permitted to use ICT equipment for personal use unless school policy allows
otherwise. If personal use is permitted, the school should emphasise what is considered within the
boundaries of acceptance.
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The use of ICT within schools has enormous benefits to education, however there are reasons why the
school and the local authority must put some restrictions in place, such as: ICT equipment is very expen-
sive to buy and maintain; the school and the local authority have a duty of care to ensure that you are
safe and that you are not exposed to illegal or inappropriate content. It is hoped that these restrictions do
not interfere with your education, but if you feel otherwise you are encouraged to talk to a member of staff
to discuss any issues.
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/ - the internet is provided to help you with learning activities such as research, online
activities, online educational games and many other things. The internet is not to be used to access any-
thing which is illegal, or anything that someone else may find offensive. This would include pornography,
discrimination, racial or religious hatred. If you are unsure, or if you come across anything you feel is in-
appropriate, you should turn your computer monitor off and let your teacher know. Never try to bypass
the security by using proxy sites, these are all monitored.

( - every person has a different computer login and password. You should never
allow anyone else to use your details. If you think someone else may have your details you should have
your password changed.

/ - your user area is provided for you to save school work. It is not to be used to save music or
other files that you have brought in from home.

& - if social networking (for example Bebo, Facebook, Flickr) is allowed in your school
you should never upload pictures or videos of others without their permission. It is not advisable to upload
pictures or videos of yourself, videos and pictures can easily be manipulated and used against you. You
should never make negative remarks about the school or anyone within the school. Always keep your
personal information private to invited friends only and never post personal information such as your full
name, date of birth, address, school, phone number etc. Consider using a nickname and only inviting
people you know. Universities and future employers have been known to search social networking sites.

Beware of fake profiles and people pretending to be somebody else. If something doesn’t feel right follow
your instincts and report it to an appropriate adult. Never create a false profile as a joke and pretend to be
somebody else. This can have serious consequences.

Some social networking sites have a chat facility. You should never chat to anyone that you don’t know or
don’t recognise. It is recommended that you never meet a stranger after meeting them online. If you do,
always inform your parents and take one of them with you.

1 - you should never try to bypass any of the security in place, this includes using proxy bypass
sites. This security is in place to protect you from illegal sites, and to stop others from hacking into other
people’s accounts.

, H# - you should never take information from the internet and use it as your own. A lot of informa-
tion is copyright, which means that it is owned by somebody else and it is illegal to use this information
without permission from the owner. If you are unsure, ask your teacher.
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0] - many schools provide students with email accounts, or let students post on things like blogs.
Always be polite and don’t swear. Consider what you are saying, and how it might be read by somebody
else. Without emoticons it is difficult to show emotions in things like emails and blogs, and some things
you write may be read incorrectly.

23 - Some modern mobile phones offer the same services as a computer, i.e. Facebook,
YouTube, email access etc. This can be a great way of keeping in touch with your friends and family.
But, in the same way that some internet services can be used inappropriately, the same is true with mo-
bile phones.

If your school allows mobile phones in the classroom, these should not be used during the lesson unless
your teacher has given you permission.

Never take inappropriate pictures of yourself and send to your friends or upload onto social networking
sites. Never forward inappropriate pictures that you have received from somebody else. In some circum-
stances this can be an illegal act.
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CEORP is a part of the UK police force dedicated to the eradication of child sexual abuse. There is an ex-
cellent educational programme, as well as advice and videos for all ages on their website.
WWW.ceop.gov.uk

IWF (Internet Watch Foundation) provides the UK hotline to report criminal online content.
www.iwf.org.uk

BBC - a fantastic resource of e-safety information for the younger child.
www.bbc.co.uk/cbbc/help/web/staysafe

Cybermentors is all about young people helping and supporting people online.
www.cybermentors.org.uk

Digital citizenship is about building safe spaces and communities, understanding how to manage per-
sonal information, and about being internet savvy - using your online presence to grow and shape your
world in a safe, creative way, and inspiring others to do the same.

www.digizen.org
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Never give out personal details to online friends that you don’t know offline.

Understand what information is personal: i.e. email address, mobile number, school name, sports club,
meeting up arrangements, pictures or videos of yourself, friends or family. Small pieces of information can
easily be pieced together to form a comprehensive insight into your personal life and daily activities.

Think carefully about the information and pictures you post on your profiles. Once published online, anyone
can change or share these images.

It can be easy to forget that the internet is not a private space, and as result sometimes people engage in
risky behaviour online. Don’t post any pictures, videos or information on your profiles, or in chat rooms,
that you would not want a parent or carer to see.

If you receive spam or junk email and texts, never believe the content, reply to them or use them.

Don’t open files that are from people you don't know. You won't know what they contain—it could be a vi-
rus, or worse - an inappropriate image or film.

Understand that some people lie online and that therefore it's better to keep online mates online. Never
meet up with any strangers without an adult that you trust.
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